VIHCTPYMEHT NAaHUPOBaHMA, TECTUPOBAHMS
yrpasaeHus
KauyeCTBOM M BEPCUMOHHOMO KOHTPONA
ncxoaHoro koaa SberTrack

PykoBoACTBO MO yCTaHOBKe
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C DOCTYNOM B UHTEPHET

YcTaHOBKa MHCTPYMeHTa npomssoamnaacb Ha BM c onepaunoHHoi cuctemoint Alt Linux 8.2, 8.4.
[ns ycTaHOBKM HEOBX0AMMO:
1. WcnpasuTb peno3utopun ansa yctaHoskm M0:
vim /etc/apt/sources.list.d/altsp.list
#
rpm http://alt8.mirror.v-serv.ru/ Sisyphus/x86_64 classic
rpm http://alt8.mirror.v-serv.ru/ Sisyphus/x86_64-i586 classic
rpm http://alt8.mirror.v-serv.ru/ Sisyphus/noarch classic
#
2. OB6HOBMWTbL NaKeTbl B CUCTEME:
apt-get update
apt-get dist-upgrade
3. YpocToBepuTbCA B HAMYMKM Tpebyemoit Bepcumn HeobXxoaMMbIX NaKeToB:
apt-cache policy ruby
ruby:
Installed: 2.7.6-alt1:sisyphus+296637.220.56.4@ 1654656369
Candidate: 2.7.6-alt1:sisyphus+296637.220.56.4@ 1654656369
Version Table:
*** 2.7.6-altl:sisyphus+296637.220.56.4@ 1654656369 0
500 http://alt8.mirror.v-serv.ru Sisyphus/x86_64/classic pkglist
100 RPM Database
M NPOWN3BECTW YCTAHOBKY HEOHBXOAMMbIX ANA NPOAO/IKEHNA NAKETOB:

apt-get install -y ruby GraphicsMagick postfix perl-Image-ExifTool golang apf node npm postgresqll3-server
libruby-devel gcc-c++ libgpgme-devel libicu-devel libre2 libre2-devel libpg5-devel cmake libcurl-devel libpcre2-
devel yarn nginx

Postgresql Tak »ke HeobxoAnm NOKaAbHO NpU ycTaHoBKe Bl Ha BblAENEHHbIN CEPBEP MK KNACTeP.
4. [obaBuTb Nonb3oBaTens git

useradd git

visudo
git ALL=(ALL) NOPASSWD: ALL
5. CKonmpoBaTb MM CKAOHMPOBATb BETKY MacTep 13 Peno3nTopuA:

scp -P<ssh_port> ./<local_file> gr_prom@<ip_gitlab>/tmp/
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10.

PacnakoBaTb, B C/ly4ae KOMMpPOBaHMA apXMBOM, UM MPOCTO NepemecT1Ts AnCcTpubyTrs B nanky /home/git
tar -zxvf gitlab-pv.tar.gz

mv gitlab-pv /home/git/gitlab

Mpw Haanumm nanku /home/git/gitlab/ee ee HeobxoanMmo yaannTb

rm -rf /home/git/gitlab/ee

Mpu OTCYyTCTBMM B CUCTEMe NaKeTa git Bepcum 2.33.+, ero He06X0AMMO YCTaHOBUTb:

git clone https://gitlab.com/gitlab-org/gitaly.git /tmp/gitaly

cd /tmp/gitaly

make git GIT_PREFIX=/usr/local

TaK e HYXKHO ByaeT nonpasuTb KOHPUTYpaLMOHHbIM dain ruthaba /home/git/gitlab/config/gitlab.yml 1 ykasaTb
NyTb 40 CKOMMUANMPOBAHHOTO NakeTa git: /usr/local/bin/git

MHnunannsauma b1
B cnyvae nokanbHOM YCTaHOBKM HEOBXOAMMO BbINOIHATbL BCE KOMAH/bl Ha /I0OKa/IbHOM MallLMHE, B C/Ty4ait
BblAeneHHoM BM(knactepa) noa b1, KomaHabl HEOBXOAMMO BbINOMHATL HA Y/AANEHHON MalUUHE.

/etc/init.d/postgresql initdb

#(ecnu ycTaHOB/IEH KNACTep, OH YXKe 3anyLLeH M BbIMONAHATb Cleaylolme KoMmaHabl HeT HeobX0AMMOCTH)
service postgresql start

service postgresql enable

CosnaHue B[l 1 nonb3osatens ana pabotbl ¢ bazoin:

su - postgres -s /bin/bash

psql -h<db_ip/vip> -p5433 -d templatel -c "CREATE USER git CREATEDB;"

#CREATE ROLE

psql -h<db_ip/vip> -p5433 -d templatel -c "CREATE EXTENSION IF NOT EXISTS pg_trgm;"
#CREATE EXTENSION

psql -h<db_ip/vip> -p5433 -d templatel -c "CREATE EXTENSION IF NOT EXISTS btree_gist;"
#CREATE EXTENSION

psql -h<db_ip/vip> -p5433 -d templatel -c "CREATE DATABASE gitlabhq_production OWNER git;"
#CREATE DATABASE

Ecnm KomaHAapbl MO CO3A4aHMI0 IKCTEHLLIMHOB BbINOMHAOTCS C OWMOKOM B cMCTEME OTCYTCTBYET nakeT postgresqll2-
contrib ero Heo6xoAMMO LOYCTAHOBUTb.

JNlokanbHan yctaHosKa b1 Redis Bepcum 5+:
apt-get install redis

sudo cp /etc/redis/redis.conf /etc/redis/redis.conf.orig
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11.

12.
13.

sudo sed 's/Mport .*/port 0/' /etc/redis/redis.conf.orig | sudo tee /etc/redis/redis.conf
echo 'unixsocket /var/run/redis/redis.sock' | sudo tee -a /etc/redis/redis.conf
echo 'unixsocketperm 770' | sudo tee -a /etc/redis/redis.conf

useradd redis

usermod -aG redis git

Jusr/sbin/redis-server /etc/redis/redis.conf

chmod 777 /var/run/redis/redis.sock

YctaHoBka b/l Redis Ha BblaeneHHyto BM Bepcmm 5+:
apt-get install redis

vim /etc/redis/redis.conf

H

bind <redis_ip>

requirepass <password>

#

[ns yctaHoBKM Redis B Knactepe pekoMeHayto NCnoab30BaTh aHCMbA posib:
KonnpoBaHMe KoHPUIypaLMOHHbIX $aliioB 1 HaCTPOMKa git:

cd /home/git/gitlab

sudo -u git -H cp config/secrets.yml.example config/secrets.yml
sudo -u git -H chmod 0600 config/secrets.yml

sudo chown -R git log/

sudo chown -R git tmp/

sudo chmod -R u+rwX,go-w log/

sudo chmod -R u+rwX tmp/

sudo chmod -R u+rwX tmp/pids/

sudo chmod -R u+rwX tmp/sockets/

sudo -u git -H mkdir -p public/uploads/

sudo chmod -R u+rwX builds/

sudo chmod -R u+rwX shared/artifacts/

sudo chmod -R ug+rwX shared/pages/

sudo -u git -H cp config/puma.rb.example config/puma.rb
sudo -u git -H git config --global gc.auto 0

sudo -u git -H git config --global repack.writeBitmaps true
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14.

15.

16.

sudo -u git -H git config --global receive.advertisePushOptions true
sudo -u git -H git config --global core.fsyncObjectFiles true

sudo -u git -H cp config/resque.yml.example config/resque.yml

sudo -u git -H cp config/cable.yml.example config/cable.yml

sudo -u git -H cp config/database.yml.postgresql config/database.yml
sudo -u git -H chmod o-rwx config/database.yml

sudo -u git -H bundle config set --local deployment 'true’

sudo -u git -H bundle config set --local without 'development test mysql aws kerberos'
YCTaHOBKa rem-3aBMCUMOCTEN:

cd /home/git/gitlab

sudo -u git -H vim Gemfile

# GPG

#gem 'gpgme’, '~>2.0.19' #3aKOMMEHTUPOBATb 3TY CTPOUKY

sudo -u git -H bundle config set --local deployment 'false’
gem install gpgme -- --use-system-libraries

MpoBepKa KoHOUTIypaumn:

cd /home/git/gitlab

sudo -u git -H vim .bundle/config

BUNDLE_DEPLOYMENT: "false"
BUNDLE_WITHOUT: "development:test:mysql:aws:kerberos"
YCTaHOBKa rem:
bundle install
sudo -u git -H bundle install
MepeHoC Nankun peno3MTopueB Ha OTAENbHbIN ANCK:
mkdir /u01/repositories
chown -R git: /u01/repositories
MpaBKa KOHOUIYPAUMOHHbBIX GaliNoB:
sudo -u git -H vim /home/git/gitlab/config/gitlab.yml
production: &base
gitlab:
host: <ip_gitlab>
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port: 80
external_url: https://<fqgdn_haproxy>/stage-ci
relative_url_root: /stage-ci
ssh_host: <ip_gitlab>
ssh_user: git
ssh_port: 9022
trusted_proxies:
- <ip_haproxy>/24
email_enabled: true
email_from: gostech@sbermail-cloud.sber.ru
email_display_name: GitLab
email_reply_to: noreply@sbermail-cloud.sber.ru
email_subject_suffix: "
email_smime:
repositories:
storages:
default:
path: /u01/repositories/ #itt
sudo -u git -H vim /home/git/gitlab/config/database.yml

production:
main:

adapter: postgresq|
encoding: unicode
database: gitlabhq_production
username: git
password: "secure password"
#host: localhost # npu nokanbHOM ycTaHOBKe B/J]
host: <ip_vip_db>
port: <port_db>

sudo -u git -H vim /home/git/gitlab/config/resque.yml

production:

#url: unix:/var/run/redis/redis.sock #npu noKanbHOM ycTaHOBKe
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17.

18.

19.

20.

url: redis://:requepass@<ip_redis>:6379 #rediss c 4gBymA s Ana ssl coeanHeHus, TpebyeT AONONHUTENBHOM

HaCTPOMKN

sudo -u git -H vim /home/git/gitlab/config/cable.yml

production:
adapter: redis
#url: unix:/var/run/redis/redis.sock
url: redis://:requepass@<ip_redis>:6379
channel_prefix: gitlab_production
Hactpolika cepsepa NFS:

apt-get install nfs-utils

mkdir /u01/nfs

chown nobody: /u01/nfs

echo "/u01/nfs *(rw,sync,all_squash,insecure,fsid=0)" >> /etc/exports
MoakntoyerHme K NFS:

mount.nfs4 <ip_nfs>:/ /mnt

sudo -u git -H mkdir /mnt/stageci

sudo -u git -H mv /home/git/.ssh /mnt/stageci/.ssh

sudo -u git -H mv /home/git/gitlab/public/uploads /mnt/stageci/gitlab/uploads
sudo -u git -H mv /home/git/gitlab/shared /mnt/stageci/gitlab/shared

sudo -u git -H mv /home/git/gitlab/builds /mnt/stageci/gitlab/builds

umount /mnt

vim /etc/fstab

<ip_nfs>:/stageci/.ssh /home/git/.ssh nfs4 defaults 00
<ip_nfs>:/stageci/gitlab/uploads /home/git/gitlab/public/uploads nfs4 defaults 00
<ip_nfs>:/stageci/gitlab/shared /home/git/gitlab/shared nfs4 defaults 00
<ip_nfs>:/stageci/gitlab/builds /home/git/gitlab/builds nfs4 defaults 00

mount -a
YcTaHoBKa gitlab-shell
sudo -u git -H bundle exec rake gitlab:shell:install RAILS _ENV=production

YcTtaHoBKa gitlab-workhorse

sudo -u git -H bundle exec rake "gitlab:workhorse:install[/home/git/gitlab-workhorse]" RAILS_ENV=production
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21. YcraHoBKa gitlab-pages
cd /home/git
sudo -u git -H git clone https://gitlab.com/gitlab-org/gitlab-pages.git
cd gitlab-pages
sudo -u git -H git checkout v§(</home/git/gitlab/GITLAB_PAGES_VERSION)
sudo -u git -H make
22. YcTaHoBKa gitaly
cd /home/git/gitlab

sudo -u git -H bundle exec rake "gitlab:gitaly:install[/home/git/gitaly,/home/git/repositories]"
RAILS_ENV=production

sudo chmod 0700 /home/git/gitlab/tmp/sockets/private

sudo chown git /home/git/gitlab/tmp/sockets/private
23. 3anyck gitaly

gitlab_path=/home/git/gitlab

gitaly_path=/home/git/gitaly

sudo -u git -H sh -c "Sgitlab_path/bin/daemon_with_pidfile Sgitlab_path/tmp/pids/gitaly.pid
Sgitaly_path/_build/bin/gitaly Sgitaly_path/config.toml >> Sgitlab_path/log/gitaly.log 2>&1 &"

24. KonupoBaHMe cKpMnToB 3anycka gitlab

cd /home/git/gitlab

sudo cp lib/support/init.d/gitlab /etc/init.d/gitlab

sudo cp lib/support/init.d/gitlab.default.example /etc/default/gitlab

sudo cp lib/support/logrotate/gitlab /etc/logrotate.d/gitlab
25. Murpaumsa b, n dopmnposaHmne dana db/structure.sql

sudo -u git -H bundle exec bin/rails db:migrate RAILS_ENV=production

sudo -u git -H bundle exec bin/rails db:structure:dump RAILS_ENV=production
26. YcTaHoBKa gitlab

sudo -u git -H bundle exec rake gitlab:setup RAILS_ENV=production
GITLAB_ROOT_PASSWORD="password_for_root" DISABLE_DATABASE_ENVIRONMENT_CHECK=1

27. TlpoBepKa NnepemeHHbIX

sudo -u git -H bundle exec rake gitlab:env:info RAILS_ENV=production

Ecan He oTobparkaeTca Bepcua redis npu yaaneHHOM UCNONHEHWM, BCe paBHO paboTaerT.
28. YcTaHOBKa gettext

sudo -u git -H bundle exec rake gettext:compile RAILS_ENV=production
29. Komnmnaumsa pecypcos

sudo -u git -H yarn install --production —pure-lockfile

sudo -u git -H bundle exec rake gitlab:assets:compile RAILS_ENV=production NODE_ENV=production
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30. KoHdurypaums nginx
cp lib/support/nginx/gitlab /etc/nginx/sites-available.d/gitlab_nossl.conf
In -s /etc/nginx/sites-available.d/gitlab_nossl.conf /etc/nginx/sites-enabled.d/gitlab_nossl.conf
cd /etc/nginx/sites-available.d/
vim gitlab_nossl.conf
#HeobxoAMMO NONpPaBMTb CaeaytoLmMe NapameTpbl
listen <ip_gitlab>:80;
server_name <fgdn_haproxy>;
location /stage-ci { ###location
proxy_pass http://gitlab-workhorse; #nposepunTb
root /home/git/gitlab/public; #nposepuTb
sudo nginx -t
usermod -aG git _nginx
chmod 755 /home/git
systemctl start nginx && systemctl enable nginx.service
31. KoHdurypaums haproxy
vim /etc/haproxy/haproxy.cfg

#

acl gitlab-acl path_beg -i /stage-ci #location
#

use_backend gitlab if gitlab-acl

#

backend gitlab
server static <ip_of _gitlab>:80

32. MNpoBepKa KoOHPUrypawumm
sudo -u git -H vim /home/git/gitaly/config.toml
url = "http://<ip_gitlab_fqdn_haproxy>/stage-ci"
sudo -u git -H vim /home/git/gitlab/config/gitlab.yml
production: &base
gitlab:
host: <ip_gitlab>
port: 80
external_url: https://<fqdn_haproxy>/stage-ci
relative_url_root: /stage-ci
ssh_port: 9022
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trusted_proxies:
- <ip_haproxy>/24
sudo vim /etc/default/gitlab

gitlab_workhorse_options="-listenUmask O -listenNetwork unix -listenAddr Ssocket_path/gitlab-
workhorse.socket -authBackend http://<ip_gitlab>:8080/stage-ci -authSocket Ssocket_path/gitlab.socket -
documentRoot Sapp_root/public"

sudo -u git -H cp /home/git/gitlab/config/initializers/relative_url.rb.sample
/home/git/gitlab/config/initializers/relative_url.rb

sudo -u git -H vim /home/git/gitlab/config/initializers/relative_url.rb
H
Rails.application.configure do
config.relative_url_root = "/stage-ci"
end
H
vim /home/git/gitlab-shell/config.yml
user: git
gitlab_url: https://<fqdn_haproxy>/stage-ci/
http_settings:
self signed cert: false
auth_file: "/home/git/.ssh/authorized_keys"
log_level: INFO
audit_usernames: false
sudo -u git -H vim /home/git/gitlab/config/puma.rb
workers 3
ENV['RAILS_RELATIVE_URL_ROOT'] = "/stage-ci"
require_relative "/home/git/gitlab/lib/gitlab/cluster/lifecycle_events"
33. ®nHanbHaA NpoBepKa
sudo -u git -H bundle exec rake gitlab:check RAILS ENV=production
B BbIBOAE MOTYT ObITb OLIMOKM M KOMaHAbI A5 UX YCTPAHEHUS
sudo -u git -H RAILS_ENV=production bin/background_jobs start
H
sudo chmod 700 /home/git/gitlab/public/uploads
#
mkdir ~/gitlab-check-backup-1648903642
sudo mv /home/git/.ssh/config ~/gitlab-check-backup-1648903642
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#
gitlab_path=/home/git/gitlab
gitaly_path=/home/git/gitaly

sudo -u git -H sh -c "Sgitlab_path/bin/daemon_with_pidfile Sgitlab_path/tmp/pids/gitaly.pid
Sgitaly_path/_build/bin/gitaly Sgitaly_path/config.toml >> Sgitlab_path/log/gitaly.log 2>&1 &"

3anyck gitlab
/etc/init.d/gitlab start
export EDITOR=vim crontab -e

*/2 * * % * (ps -ef|grep -v grep| grep -iq gitlab-workhorse) | | (date; /usr/sbin/redis-server /etc/redis/redis.conf;
sleep 10; chmod 777 /var/run/redis/redis.sock ; sleep 10; /etc/init.d/gitlab status; /etc/init.d/gitlab stop; sleep
10; /etc/init.d/gitlab start;echo 'gitlab restarted!" | systemd-cat) >> /tmp/gitlab_reboots.log

34. HacTpoWka ayteHTMdUKaumn Yyepes keycloak

KoHdurypauma keycloak

Clients stage-cd
Stage-cd
Realm Settings Settings Credentials Roles Client Scopes Mappers Scope Authorization Revocation Sessions Offline Ac
Clients Client ID stage-cd
Name
Description
Enabled m
Consent Required OFF
Login Theme v
Client Protocol openid-connect ™
Access Type confidential v
Standard Flow Enabled m
Implicit Flow Enabled OFF
Direct Access Grants Enabled m
Service Accounts Enabled m
Authorization Enabled m

Root URL https://sw.pd23.gtp/
* Valid Redirect URIs http://172.23.31.123/* -
https://sw.pd23.gtp/*
Base URL stage-cd/
Admin URL admin/
Web Origins https://sw.pd23.gtp -
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{MAKEYCL:

Clients stage-cd

Stage-cd
e B Settings Credentials Roles Client Scopes Mappers Scope Authorization Revocation Sessions Offline Ac
Realm Settings
Clients . .
Client Authenticator Client Id and Secret ~
Secret Regenerate Secret
Registration access token Regenerate registration access token

User Federation

Authentic

Import

Export

35. KoHourypauums gitlab

omniauth:
enabled: true
allow_single_sign_on: ["openid_connect"]
block_auto_created_users: false
auto_link_Idap_user: false
auto_link_saml_user: false
saml_message max_byte size: 250000
external_providers: []
providers:

-{
name: 'openid_connect’,

label: 'Keycloak’,

args: {
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name: 'openid_connect’,
scope: ["openid", "profile", "email"],
response_type: "code",
issuer: "https://<fqdn_haproxy>/auth/realms/<realm>",
discovery: true,
client_auth_method: "query",
uid_field: "preferred_username",
send_scope_to_token_endpoint: "false",
client_options: {
identifier: "<client_from_keycloak>",
secret: "<secret_key from_keycloak>",
redirect_uri: "https://<fqdn_haproxy>/<location_gitlab>/users/auth/openid_connect/callback"
}
}

}

36. Ecnm ncnonbayetca camonoanmncaHHbiii cepTudmrkaT, HeobXoAMMO BHECTM M3MeHeHKA B gitlab
vim /home/git/gitlab/config/initializers/omniauth.rb
# [lo6aBuTb. OTKAOYEHME NPOBEPKM CEPTUDUKATOB, NPK BaAMAHOM cepTudmKaTe Heobxoammo yopaTs!
OpenlIDConnect.http_config do |config|
config.ssl_config.verify_mode = OpenSSL::SSL::VERIFY_NONE
end
#
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